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If one aspect of trade surveillance has remained consistent throughout the years, it is that change is constant.
Whether driven by regulatory enforcement or environmental factors, surveillance practices are compelled to
advance at the same (or faster) pace as trading strategies themselves. And the myriad surveillance
challenges presented by transforming communication norms as firms adjusted to pandemic-era remote
working environments has continued to evolve – but fortunately so has risk detection and surveillance alert
technology.

The explosion in communication channel usage added fresh dimensions of complexity and technological
challenges for surveillance program managers – especially concerning firms’ suddenly heavy reliance on
video conferencing and rapid adoption of new e-communications platforms. Even early adopters of expanded
communication data source coverage used AI processing in alert generation to tackle these challenges and
implemented up-to-task detection and monitoring capabilities as quickly as they were brought to market.
Since then, the trajectory of communications surveillance tools has continued to evolve and now provides
surveillance managers with increasingly powerful capabilities.

The Power of Prediction
The use of AI to generate predictive surveillance alerts is one such strategy that is now a reality. Effective
incorporation of predictive processing is a potential game-changer for trade and market oversight efforts. The
introduction of new screening factors and contextual dimensions, for example, could dramatically improve
accuracy and at last help surveillance managers meaningfully reduce false positives. In addition, these
capabilities free human review resources to focus on genuinely critical case reviews which is essential to
better protection for markets, firms, and employees.

Predictive processing, deployed in conjunction with proven static detection algorithms, significantly enhances
risk detection capabilities. It is important to note that predictive alert technology is meant to be an
enhancement, not a replacement, to existing successful detection and parameter settings. By building on a
well-honed monitoring program, the integration of predictive scenarios could add significant accuracy to
behavioral analysis tools such as employee profiles and risk scores. Successful implementation could expand
correlation possibilities in previously unattainable ways. Leveraging enhanced contextual data would improve
the usefulness of other unstructured data analysis tools, such as NLP and facial recognition.

Great Power, Great Responsibility
The operational risks of using predictive processing in trade and market surveillance efforts are relatively low
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in technology. Alerts can be prioritized efficiently by utilizing "auto-close" options or "ring-fencing" alerts into
separate queues. However, like any new technology deployment (especially involving AI processing), correct
model training and beta testing management is crucial to successful use, and the sensitivity of results to
"noise risk" is magnified. Data source disaggregation can also amplify the sensitivity of alert results, so
program managers will need to adjust parameters with approved channel options in mind to avoid an
onslaught of false positives/false negatives.

Lastly, with ever-more powerful monitoring and alert capabilities in use, boundaries of activities subject to
surveillance must be clearly defined and communicated to address both compliance expectations and
employee privacy, particularly in the post-COVID era of fungibility between home and office working
environments. With such powerful alert generation possibilities and the expanse of data sources used in
analysis, compliance managers must ensure employees clearly understand coverage boundaries and are
provided with the proper tools to maintain compliance.

The next generation of surveillance alert processing opens a new world of possibilities to promote market
integrity and enhance firms’ self-regulation and employee protection. Detecting potential or recent violations
before the regulator authority does is always preferable. Moreover, predictive behavioral analysis also carries
promising implications for monitoring employee well-being and other operational functions beyond
surveillance. Thus, the vision that accuracy and efficiency will increase significantly in 2022 is undoubtedly
promising.
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Coalition Greenwich, a division of CRISIL, an S&P Global Company, is a leading global provider of strategic
benchmarking, analytics and insights to the financial services industry.

We specialize in providing unique, high-value and actionable information to help our clients improve their
business performance.

Our suite of analytics and insights encompass all key performance metrics and drivers: market share, revenue
performance, client relationship share and quality, operational excellence, return on equity, behavioral
drivers, and industry evolution.

About CRISIL

CRISIL is a leading, agile and innovative global analytics company driven by its mission of making markets
function better. It is majority owned by S&P Global Inc., a leading provider of transparent and independent
ratings, benchmarks, analytics, and data to the capital and commodity markets worldwide.

CRISIL is India’s foremost provider of ratings, data, research, analytics, and solutions with a strong record of
growth, culture of innovation, and global footprint.

It has delivered independent opinions, actionable insights and efficient solutions to over 100,000 customers
through businesses that operate from India, the U.S., the U.K., Argentina, Poland, China, Hong Kong, and
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Singapore.

For more information, visit www.crisil.com

Disclaimer and Copyright

This Document is prepared by Crisil Coalition Greenwich, which is a part of Crisil Ltd, a company of S&P
Global. All rights reserved. This Document may contain analysis of commercial data relating to revenues,
productivity and headcount of financial services organisations (together with any other commercial
information set out in the Document). The Document may also include statements, estimates and projections
with respect to the anticipated future performance of certain companies and as to the market for those
companies’ products and services.

The Document does not constitute (or purport to constitute) an accurate or complete representation of past or
future activities of the businesses or companies considered in it but rather is designed to only highlight the
trends. This Document is not (and does not purport to be) a comprehensive Document on the financial state
of any business or company. The Document represents the views of Crisil Coalition Greenwich as on the date
of the Document and Crisil Coalition Greenwich has no obligation to update or change it in the light of new or
additional information or changed circumstances after submission of the Document.

This Document is not (and does not purport to be) a credit assessment or investment advice and should not
form basis of any lending, investment or credit decision. This Document does not constitute nor form part of
an offer or invitation to subscribe for, underwrite or purchase securities in any company. Nor should this
Document, or any part of it, form the basis to be relied upon in any way in connection with any contract
relating to any securities. The Document is not an investment analysis or research and is not subject to
regulatory or legal obligations on the production of, or content of, investment analysis or research.

The data contained in the Document is based upon a particular bank’s scope, which reflects a bank’s data
submission, business structure, and sales revenue Reporting methodology. As a result, any data contained in
the Document may not be directly comparable to data presented to another bank. For franchise
benchmarking, Crisil Coalition Greenwich has implemented equal ranking logic on aggregate results i.e., when
sales revenues are within 5% of at least one competitor ahead, a tie is shown and designated by = (where
actual ranks are shown). Entity level data has no equal ranking logic implemented and therefore, on occasion,
the differences between rank bands can be very close mathematically.

The data in this Document may reflect the views reported to Crisil Coalition Greenwich by the research
participants. Interviewees may be asked about their use of and demand for financial products and services
and about investment practices in relevant financial markets. Crisil Coalition Greenwich compiles the data
received, conducts statistical analysis and reviews for presentation purposes to produce the final results.

THE DOCUMENT IS COMPILED FROM SOURCES CRISIL COALITION GREENWICH BELIEVES TO BE RELIABLE.
CRISIL COALITION GREENWICH DISCLAIMS ALL REPRESENTATIONS OR WARRANTIES, EXPRESSED OR IMPLIED,
WITH RESPECT TO THIS DOCUMENT, INCLUDING AS TO THE VALIDITY, ACCURACY, REASONABLENESS OR
COMPLETENESS OF THE INFORMATION, STATEMENTS, ASSESSMENTS, ESTIMATES AND PROJECTIONS, ANY
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE ARISING OUT OF THE USE OF
ALL OR ANY OF THIS DOCUMENT. CRISIL COALITION GREENWICH ACCEPTS NO LIABILITY WHATSOEVER FOR
ANY DIRECT, INDIRECT OR CONSEQUENTIAL LOSS OR DAMAGE OF ANY KIND ARISING OUT OF THE USE OF ALL
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